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The Growing Legal Duty?The Growing Legal Duty?



“About 1,100 [chemical] 
facilities participate in a 
voluntary industry effort in 
which they assess vulnerabilities, 
d l i l ddevelop security plans, and 
undergo a third party verification 
that the facilities implemented 
the identified physical securitythe identified  physical security 
enhancements. The extent to 
which the remaining facilities are 
addressing security is unclearaddressing security is unclear 
and the extent of the chemical 
facilities’ security preparedness 
is unknown.”
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“While most companies 
have been eager to 
cooperate with [DHS], it 
has become clear the 

i l l ffentirely voluntary efforts 
of these companies alone 
will not sufficiently 
address security for theaddress security for the 
entire sector.”
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The Growing Legal Duty?The Growing Legal Duty?
December 19 2005:December 19, 2005: 
“Chemical Facility 
Antiterrorism Act of 2005.”
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It’s Worth Noting…

1. The statutory authority is limited . e s a u o y au o y s ed
to three years.

2. DHS cannot approve or deny a 
Site Security Plan based on theSite Security Plan based on the 
presence or absence of a specific 
security measure (i.e. IST).

h i l3. The statute is silent on 
preemption. 

4. Alternative Security Plans may be y y
permitted (i.e. ACC). 

5. Unlike entirely prescriptive 
statutes Section 550 is a risk-statutes, Section 550 is a risk
based performance standard.

6. Certain facilities are exempt –
MTSA NRC DOE DOD P bliMTSA, NRC, DOE, DOD, Public 
Water Systems.

Page 7



Key Elements

1. Establishes a 4 application Chemical 
Security Assessment Tool (CSAT):Security Assessment Tool (CSAT): 
User Registration, Top Screen, SVA, 
SSP. 

Th i k h d l CSAT• The risk methodology is CSAT.  
This is a change from the 
Proposed Rule, which 
emphasized RAMCAPemphasized RAMCAP. 

2. For most facilities, whether to 
complete a Top-Screen is a function 
of Appendix A.  Yet, DHS can (and 
has) individually notified companies 
of the need to complete a Top-Screen.  
Thi “ h d h” iThis “phased approach” is one 
explanation for the lag between the 
CFATS’ June 8 effective date and 
Appendix AAppendix A. 
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Appendix A: Date of Final Release TBD Appendix A: Date of Final Release TBD 



Key Elements

3. The failure to complete a Top-Screen 
in a timely manner may result in ain a timely manner may result in a 
“presumptively high risk” 
determination, thereby forcing a 
facility to overcome the presumption.facility to overcome the presumption. 

4. Material modifications to facility 
operations require resubmission of 
the Top Screen within 60 days of thethe Top-Screen within 60 days of the 
modification (e.g. the facility now
stores TIH material when it 
previously did not)previously did not). 

5. As part of an ongoing security 
initiative, Tier 1 and Tier 2 facilities 

t b it T S t l tmust resubmit a Top-Screen at least 
every 2 years.  Tier 3 and Tier 4 
facilities must resubmit a Top-Screen 
at least every 3 yearsat least every 3 years. 
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Key Elements

6. The Security Vulnerability 
Assessment (SVA) has 5 parts:Assessment (SVA) has 5 parts:

• Asset characterization 

• Threat AssessmentThreat Assessment

• Security Vulnerability Analysis

• Risk Assessment 

• Countermeasure Analysis 

7. Together, the Top-Screen and the 
SVA provide a risk snanshot to 
enable DHS to make a final tier 
determination (Tier 1- Tier 4).  
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Key Elements

8. The Site Security Plan (SSP) must: 

• Address each vulnerability 
identified in the SVA, and the 
security measure selected to 

di h l biliremediate the vulnerability.  

• Identify and describe how each 
security measure will, in fact, 
meet the applicable risk-based 
performance standards. 

9 Each covered facility must conduct9. Each covered facility must conduct 
an annual audit to ensure SSP 
compliance.
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Key Elements

10. The risk-based performance 
standards are the essence of CFATsstandards are the essence of CFATs, 
and includes, among other features:

• Access Control;

• Credentialing;

• Cybersecurity;

• Recordkeeping, Training, and 
Emergency Response;

• Testing of security equipment;Testing of security equipment; 

• Reporting of security incidents 
and suspicious activity; and

• Deterring, Detecting, and 
Delaying to create sufficient time 
between detection of an attack 
and the point at which the attack 
succeeds. 
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Key Elements

11. Tier 4 facilities may submit an 
Alternate Security Program in lieu ofAlternate Security Program in lieu of 
an SVA, SSP, or both…but Tier 1, Tier, 
2 and Tier 3 facilities may not submit 
an Alternate Security Program in lieuan Alternate Security Program in lieu 
of an SVA. 

• This will ensure a uniform 
snapshot of security vulnerabilitiessnapshot of security vulnerabilities 
nationally. 

• All Alternate Security Programs 
must satisfy the applicable risk-
based performance standard. 
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Key Elements

12. DHS will review and approve (or 
deny) all SVAs and SSPs:deny) all SVAs and SSPs:

• SSP approval is a two-step 
process:  

DHS will make a preliminary 
decision.  If DHS 
preliminarily approves, then 
DHS will issue a Letter ofDHS will issue a Letter of 
Authorization and dispatch 
an inspector; 

F ll i th h i lFollowing the physical 
inspection, DHS will issue a 
Letter of Approval.  At this 
time, the facility musttime, the facility must 
implement the approved SSP. 
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Key Elements

13. Inspection will occur with 24 hour 
advance notice in most cases:advance notice, in most cases: 

• Inspectors will be duly authorized, 
may give oaths, and may request 
access to all required recordsaccess to all required records. 

• False Statement Concern. 

14. Covered facilities must keep records p
for 3 years regarding: 

• Training;

• Drills and Exercises;

• Incidents and Breaches Security;

S i Th• Security Threats;

• Audits; and

• DHS Correspondence (6 years)• DHS Correspondence (6 years). 
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Key Elements

15. Violations of CFATS include a fine, 
not to exceed $25 000 per day andnot to exceed $25,000 per day – and, 
in extreme cases, cessation of 
operations. 

16 D i i l16. Due process is an important element 
of CFATS.  Orders issuing fines or 
ordering a cessation of operation 
include notice and an opportunity toinclude notice and an opportunity to 
be heard. 

17. Challenges to CFATS will be heard 
by a neutral adjudicator, and DHS 
has the initial burden of proof in all 
administrative actions. There is also 

l d th l ian appeal process, and the conclusion 
of which represents final agency 
action which allows a party to elevate 
the matter to a U S District Courtthe matter to a U.S. District Court.
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Key Elements

18. Importantly, three matters may be 
adjudicated:adjudicated: 

• A finding that a person is a 
security threat;

• Disapproval of a SSP; and

• A fine or order to cease 
operationsoperations.  

19. DHS has taken the view that CFATS 
preempts state or local law that 
conflicts with or frustrates the 
purpose of the federal regulatory 
regime.  

• DHS’s position on preemption 
may not survive. 

20 CFATS does not permit third-party20. CFATS does not permit third-party 
actions. 
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Chemical-Terrorism Vulnerability 
Information (CVI)

1 DHS developed CVI as a new class of1. DHS developed CVI as a new class of 
protected information:

• CVI borrowers features from 
i i i f i iexisting information protection 

regimes for Sensitive But 
Unclassified Information (SBU), 
such as Sensitive Securitysuch as Sensitive Security 
Information (SSI) and Protected 
Critical Infrastructure Information 
(PCII)(PCII). 

• CVI restricts disclosure to 
“authorized users” with “a need to 
k ” d l d di lknow” and precludes disclosure 
under the federal Freedom of 
Information Act or similar state 
lawlaw. 
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Chemical-Terrorism Vulnerability 
Information (CVI)

• An authorized user is a covered person• An authorized user is a covered person 
with a need to know who: 

Satisfied all DHS mandated CVI    
i itraining; 

Submitted a CVI NDA to DHS; 
and

Passed a background check, if 
required. 

• A covered person is a person who:

Because of a need to know, has 
lawful access to CVI; ;

Receives or gains access to CVI; or

Receives or gains access to what 
the person would reasonably know 
is CVI. 
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Chemical-Terrorism Vulnerability 
Information (CVI)

• A person has a need to know if that• A person has a need to know if that 
person requires access to specific 
information to perform or assist in a 
lawful government function, whichlawful government function, which 
includes, among other things:  

Carrying out chemical facility 
security activities approvedsecurity activities approved, 
accepted, funded, recommended 
or directed by DHS. 

In other words, if you have a role 
in/assist with CFATS compliance, 
you have a “need to know.” 
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Chemical-terrorism Vulnerability 
Information (CVI)

2 As enumerated by 6 CFR 27 400(b)2. As enumerated by 6 CFR 27.400(b), 
CVI includes, among other things: 

• The Top-Screen and information 
d l d h Tdeveloped pursuant to the Top-
Screen;

• SVAs & SSPs;

• Inspection Reports/Findings;

• Audit Records;

• Training Records; and

• Correspondence between DHS 
d th C d F ilitand the Covered Facility. 

3. Each Covered Facility must appoint a 
CVI Point of Contact to act as a liaison 
with DHS and to assist with “need to 
know” determinations and CVI 
training needs.  
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Chemical Facility  Anti-Terrorism Standards – Interim Final Rule

CHEMICAL SECURITY ASSESSMENT TOOL 
(CSAT) Compromises 4 Parts: 

User Registration, Top Screen, SVA, SSP 

Required if 1) the facility possess any of 
the chemicals, at the threshold quantities, 

listed in Appendix A or 2) the facility is 

TOP SCREEN

g , p , , pp ) y
directed to do so by DHS

Does NOT Present
a High Level of 
Security Risk

NOT Regulated
Does Present

a High Level of 
Security Risk

SVA Final Tier SSPRegulated SVA 
(90 Days) Determination  

& SVA Review 

SSP 
(120 Days)

Compliance & 
Recordkeeping 

Material 
Modifications? 

DHS Reviews the SSP 
and Conducts a Physical 

Facility Inspection. 
If Not Approved, Deficiencies 

2323

Must Be Corrected. 
The Approved

SSP is Implemented.

Submit Revised
TOP SCREEN



DHS is encouraging facilities 
that think they may be covered
to begin the regulatory processto begin the regulatory process 
now by completing the “User 
Registration” portion of the 
CSAT available at:  
www.dhs.gov/chemicalsecurity 
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Passed by the House on June 15, 2007
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1. Replacing CVI with SSI
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1. Replacing CVI with SSI
2. Preemption 



December 21, 2006 
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CFATS 
Chemical Security:
End of 2007/Early 2008

Securing the Chemical Supply 
Chain

TSA PHMSA 



A Move Toward NIPP Implementation

CFATS CFATS 

TSA TSA PHMSA PHMSA 
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ThankThank you.you.Thank Thank you. you. 
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